3GPP TSG SA WG3 (Security) Meeting #90
S3-180099
22 – 26 January, 2018, Gothenburg, Sweden
revision of S3-18xabc
Source:
Huawei, Hisilicon, China Mobile
Title:
Security Algorithms Negotiation for Initial AS security context
Document for:
Approval
Agenda Item:
7.2.4.2
1
Decision/action requested

SA3 is kindly requested to approve the proposed pCR in section 4 into TS 33.501.
2
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3
Rationale

This contribution addresses the RRC and UP ciphering and integrity protection algorithms negotiation and activation during the the setup of the Initial AS Security context. The details are inline with the SA3 agreement as captured in clause 6. 
In addition, it has been clarified that RAN2 expects a MAC of 32-bits if NIA0 “Null Integrity Protection Algorithm” is used. With SA3 decision not to use NIA0 algorithm, the proposed EN is to be deleted.
4
Detailed proposal

*************** Start of Change 1 ****************
………………

6.7.3
Procedures for AS algorithm selection

Editor’s Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.4.2, which is about AS algorithm negotiation procedure. 

6.7.3.1

Initial AS Security Context
This clause provides the details for AS security algorithms negotiation and consideration during the UE initial AS security context establishment.

Each gNB shall be configured via network management with lists of security algorithms for encryption and integrity protection which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered for RRC and UP protection according to a priority decided by the operator. 
When AS security context is established in the gNB, the AMF shall send the UE security capabilities to the gNB. The gNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE security capabilities. The gNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE security capabilities. 
For UP security algorithms negotiation and activation, the gNB takes in consideration the UP security policy received from the SMF. The gNB shall indicate the chosen RRC and UP ciphering and integrity algorithms to the UE using the AS security mode command procedure as described in clause 6.7.4. The AS UP security activation procedure is described in clause 6.7.x.
Editor’s Note: The content of UP security policy is FFS.

6.7.3.2

Xn-handover

………………….

*************** END of Change 1 ****************
*************** Start of Change 2 ****************
………………

5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection of user data between the UE and the gNB.

The gNB shall support integrity protection of RRC-signalling.

The gNB shall implement the following integrity protection algorithms:

-
NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The gNB may implement the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0..

NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.


………………….

*************** END of Change 2 ****************
